One of the most important networking problems is assuring the network and its resources performing as expected. If network"s behavior is unpredictable or unexpected, such a network is insecure. Therefore, to assure that a network performs as expected it must be secure. Many researchers in the field of network security have stated that network security is a process that tries to optimize two characteristics of secure systems.
INTRODUCTION
Early research efforts on MANET assumed a friendly and co-operative environment, which may not apply in real-life scenarios (e.g., a MANET set up in a battlefield environment). Unlike in infrastructure based wireless networks, the unique characteristics of MANETs such as open network architecture, shared wireless medium, stringent resource constraints and highly dynamic network topology pose new security challenges. Several schemes have been proposed for secure routing protocols, intrusion detection and response systems.
One way of securing a mobile ad hoc network at the network layer is to secure the routing protocols such that all possible attacks are prevented. Several kinds of attacks, such as routing loop attack, black hole attack, gray hole attack, partitioning etc [1] . Some ways through which these attacks can be carried out are using modification of control message fields (e.g., gorge messages by spoofing sender or destination addresses). [2] Proposed that security solution for MANET should provide complete protocol protection spanning the entire protocol stack. However, as far as we know, no secure routing protocol proposed in the literature so far takes care of all kinds of attacks.
And if it were that a secure routing protocol would come up, which takes care of all known attacks, yet, one can never say when a different kind of attack which has not be envisaged before will suddenly rare up its ugly head. This would require the modification of the secure routing protocol to be able to handle this new attack. In other words, one can never claim that a prevention mechanism is foolproof. Hence, the need arises for a second wall of defense: an intrusion detection system. The idea is that in the unfortunate event of a MANET being intruded, if there exist a system for detection of such an intrusion, it could be detected as early as possible, and the MANET could be saved before any extensive harm can be done, if it cannot be avoided altogether. Research efforts are going on to develop Intrusion Detection Systems (IDS) to detect intrusion, identify the malicious nodes, and isolate them from the rest of the network.
Figure 1. Nodes within Radio Range
The following are some of the proposed technique for intrusion detection in MANET found in the literature [3] presented the watchdog and path-rater tools for detection and mitigating routing behavior. Watchdog is an intrusion detection system running on each node in the mobile ad hoc network. It assumes that the nodes operate in the promiscuous mode, which makes them listen to the transmissions of their one hop neighbors. Thus by listening to its neighbors, a mode can detect whether packets sent to its neighbor for forwarding have been successfully forwarded by its neighbor or not. If the neighbor is found to be behaving maliciously (crosses a threshold of accepted misbehavior), it is considered malicious and its behavior is reported to the path-rater. Examples of malicious behavior could be dropping a packet or modifying its contents before forwarding. Path rater is also a component running on each node, which maintains behavior ratings for each node in the network. These ratings are used as metrics while choosing a path for data transmission. Watchdog has some obvious disadvantages such as watchdog can be deceived by two neighbors colluding together and the other being the need for each node to store the transmitted packets until they are forwarded by its neighbor in the route. Architecture for mobile adhoc network security is given [5] . An intrusion detection system (IDS) runs on every node. This IDS collects local data from its host node and neighboring nodes within its communication range, processing raw data and periodically broadcasting to its Neighborhood, classifying normal or abnormal behavior based on processed data from its host and neighbor nodes. Another proposed intrusion detection scheme, which is based on the principle of misuse detection that can accurately match signatures of known attacks is presented by [6] proposed an intrusion detection scheme based on anomalous behavior of neighboring nodes. Each node monitors particular traffic, activity within its radio range. All locally detected intrusions are maintained in an audit log. Once local audit data is collected, it can be processed using some algorithm to detect ongoing attacks from the collected data. The vulnerabilities of a wireless ad-hoc network, [8] the need for an intrusion detection to supplement a secure routing mechanism. And the reason why detection methods available for the wired environment is not applicable directly in a wireless environment. They also proposed an intrusion detection system which is both cooperative and distributed.
In this paper, we have presented an algorithm for detection of malicious nodes that may intrude a MANET. We have used a message passing mechanism between groups of nodes, which enable each of the nodes to determine those nodes in the group that are suspected to be malicious. Finally, a voting method is used for detecting the malicious nodes from among the suspected nodes. We describe proposed intrusion detection algorithm along with the assumptions. We also present the algorithm formally in this section.
IDS: A BRIEF OVERVIEW
Intrusion detection can be defined as the automated detection and subsequent generation of an alarm to alert the security apparatus at a location if intrusion have taken place or are taking place. An IDS is a defense system that detects hostile activities in a A C B network and then tries to possibly prevent such activities that may compromise system security. IDSs achieve detection by continuously monitoring the network for unusual activity. The prevention part may involve issuing alerts as well as taking direct preventive measures such as blocking a suspected connection. In other words, intrusion detection is a process of identifying and responding to malicious activity targeted at computing and networking resources. In addition, IDS tools are capable of distinguishing between insider attacks originating from inside the network and external ones. Unlike firewalls which are the first line of defense, IDSs come into the picture only after an intrusion has occurred and a node or network has been compromised.
Line of Defense: An IDS
• Is NOT an antivirus program designed to detect malicious software"s such as viruses, Trojans and worms • Is NOT a network logging system used, for e.g., to detect complete vulnerability to any DoS attack across a congested network.
• Is NOT a vulnerability assessment tool that checks for bugs and flaws in operating systems and network services? Such an activity would fall under the purview of security scanners.
REQUIREMENTS OF IDS FOR MANET
There are two key requirements that any IDS must fulfill. These are effectiveness how to make the intrusion detection system classify malign and benign activity correctly and efficiently how to run an IDS in a cost effective manner as far as possible. In other words, these two requirements in essence suggest that an IDS should detect a substantial percentage of intrusions into the supervised system, while keeping the false alarm rate at an acceptable level at a lower cost. It is expected that an ideal IDS is likely to support several of the following requirements:
• The IDS should not introduce a new weakness in the MANET. That is, the IDS itself should not make a node any weaker than it already is.
• An IDS should use as little system resources as possible to detect and prevent intrusions. IDSs that require excessive communication among nodes or run complex algorithms are not desirable.
• It must be fault-tolerant in the sense that it must be able to recover from system crashes, hopefully recover to the previous state, and resume the operations before the crash.
• Apart from detecting and responding to intrusions, an IDS should also resist subversion. It should monitor itself and detect if it has been compromised by an attacker.
• An IDS should have a proper response. In other words, an IDS should not only detect but also respond to detected intrusions.
• Accuracy of the IDS is another major factor in MANETs. Fewer false positives and false negatives are desired.
• It should interoperate with other intrusion detection systems to collaboratively detect intrusions.
Proposed Algorithmic Steps for

Detection of Malicious Node
To present an algorithm we make following assumptions
• We also assume that the initiating node of this algorithm i.e. the network creator or monitor node is not malicious node.
• When the network creator initiates the detection process; the malicious nodes have no way of knowing that a detection algorithm is in progress. This assumption is required because; if a malicious node is able to detect that a detection algorithm has been initiated, it may try to behave non-maliciously.
Step 1. The monitor node sends the packet RIGHT to the nodes which are in radio range of the Network Creator.
Step 2. For each J (J≠monitor node), different nodes which are connected to the Network Creator forwards the packets it received from the monitor node in step1( i.e. RIGHT) again to the Creator (Here a malicious node may either refuse to send back the packet or forward a packet other than the message RIGHT, which is received in step1).
Step 3. The monitor node then sends a MALICIOUS-VOTE-REQUEST message to all the nodes which are in radio range.
Step 4. On receipt of a MALICIOUS-VOTE-REQUEST message from the monitor node, each of the n-1 nodes does the following. For each I and each J1,J2,J3…Jn (I≠J1,J2,J3…Jn). Let Mj be the message, node I received from the nodes J1,J2,J3…Jn in step 2 (If node I does not receive any message from among J1,J2,J3…Jn or if it receives a message different from RIGHT that has been sent by Network Creator, Mj is assigned a default message i.e. WRONG) if Mj ≠ RIGHT, mark the node J as a suspected and send node J to the monitor node.
Step 5. The monitor node counts the votes to finally nail the malicious node. The algorithm can detect at most k malicious nodes, if there are more, the algorithm is said to have failed.
EXPERIMENTS AND RESULTS
►Experiment 1
Connection of WLAN Development Kit through Serial Port. The Network Creator is connected through Serial Port using COM1. The capture during the connection is given as: 
CONCLUSIONS
In this paper we have discussed about the intrusion detection system, its security issues and its countermeasures. Intrusion Detection system is a very promising paradigm, although ID/DS cannot provide complete system security implementing it will decrease the probability that the network will fail; if it is used with other security tools the networks resources should be hardened against failures from attacks. To accomplish our desired goal we presented a technique and proposed an algorithm for intrusion detection in ad hoc network. Abnormal behavior of the joiner means it crosses a threshold, or it refuses the packet. We have performed various experiments using WLAN Development Kit and Netgear Wireless device to identify the malicious node in ad hoc network. The technique has blocked the MAC address of the joiner if it behaves abnormally and stored in EEPROM. The outcomes of the various experiments are analysis and capturing of data packets using Sniffer. The capture shows the data transmission from Network Creator to the Joiner. Currently there are many intrusion detection applications in the market. All these differing ID systems vary in their approach to intrusion detection. At present the best way to acquire detection/defense in depth is by using a number of ID/DS on the network. Currently most researchers in the field of IDS and system survivability are carrying out research on combining defensive mechanisms with deductive ones. By doing this they hope to build distributed systems, which are more responsive for intrusion detection. This solution addresses most of the problem but still it is very much dependent on the complexity of the algorithm used and the possibility that how soon the professional hacker can de-obfuscate the program.
